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PE CUONG CHI TIET HQC PHAN
Trinh do dao tao: Dai hoc
Nganh dao tao: Cong nghé théng tin

1. Tén hoc phan: Bao mat thdng tin
2. M3 hoc phan: CNTT 202
3. So tin chi: 3 (2, 1)
4. Trinh d¢ cho sinh vién: Nam thu tu
5. Phan bo thoi gian:
- Lén I6p: 30 tiét Iy thuyét, 30 tiét thuc hanh
- Tu hoc: 90 gio
6. Piéu kién tién quyét: Ngon ngix Java (CNTT 017), Mang may tinh (CNTT 005)
7. Giang vién

STT | Hoc ham, hec vi, ho tén | S dién thoai Email
1 | ThS. Hoang Thi Ngoc Diép | 0969.803.788 | HTNDiep@saodo.edu.vn
2 | ThS. Pham Thi Huong 0972.306.806 | PTHuong@saodo.edu.vn

8. M0 ta néi dung caa hec phan
Hoc phan Bao mat thong tin gom cac kién thic co ban vé bao mat thong tin, bao

mat mang; gidi thi¢u cac phuong phap ma hoda, gidi ma va ing dung ctua ching trong
bdo mat thong tin.

9. Muc tiéu va chuin dau ra hec phan

9.1. Muc tiéu
Muc tiéu hoc phan théa mdn muc tiéu caa chuong trinh dao tao:
Muc o Mire 42 | ban bé muc tieu hoc
tié.u Mot theo thang phan tron.g CTDT.
do Bloom
MT1 Kién thic
Trinh bay noi dung cta an toan va
bao mat thdng tin, cac chién lugc an
MTL1 toan hé’thér]g, Cac muc t3éo vé tr<f:-n ) [1.2.1.28]
mang, y tudéng chung cua an toan
thong tin bang mat ma va tiéu chuan
dé danh gia mot hé mat ma.
Trinh bay cac giai thuat ma héa, giai
MT12 m’é, tham rr:é cé~c hffa bflt d‘éi xﬁ;ng, d‘éi 5 [1.2.1.2b]
xung, so do chir Ky so, ham bam vao
ma hoa, giai ma thong tin.




Muc . Mie do | o) 2 bé muc tiéu hoc
tié.u Mo ta theo thang phan tYOI;g CTDT.
do Bloom

MT1.3 | 1IN toan cac khoa, ban ma, ban ro, 3 [1.2.1.2b]
chir ky cua tirng hé mat ma.

MT?2 Ky ning
Ap dung cac phuong phiap mi hoa,
giai ma, thdm ma cac hé mat ma vao

MT2.1 thuc hanh cai dat chwong trinh dé 3 [1.2.2.1]
bao mat thong tin.
Phan tich ky thuat m& hoa, giai ma

MT2.2 | cia hé mat md; ky thuat ky va xac 4 [1.2.2.1]
minh cta cac hé chir ky.
Panh gia cac hé mat ma va ang dung

MT2.3 | bao mat thong tin dung hé mat ma va 5 [1.2.2.2]
chir ky sé.

MT3 Mikc tw chi va trach nhiém
Co thai dd nghiém tuc, tu giac, tich

MT3.1 | cuc, khoa hoc, doc 1ap, can than, tuan 3 [1.2.3.1]
tha trong cong viéc.
C6 nang lyuc giai quyét cac cong viéc

MT3.2 | lién quan dén bao mat théng tin di 4 [1.2.3.2]
liéu.

9.2. Chudn dau ra
Sy phu hop caa chuan dau ra hoc phan véi chuan dau ra cia chuong trinh dao tao:

Phan bo
CBbR Thang | CDR hec
hgc Mo ta do phan
phan Bloom trong
CTDbT
CbR1 Kién thac
Giai thich dugc noi dung bi mat, xac thuc, trach
nhiém cua an toan thong tin; 6 chién lugc an toan
CDRI.1 | hé théng, 6 mic bao vé trén mang; v nghia 5| 2 [2.1.4]
thanh phan cua an toan théng tin bang mat ma va
3 tiéu chuan dé danh gia mot hé mat ma.
Dién giai duoc cac gidi thuat ma hda, giai ma,
CDR1.2 | tham m& hé mat ma d6i xang, bat ddi xung, chir 2 [2.1.4]
ky, ham bam, quan ly khda. o




Phan bo
CbR Thang | CDR hec
hgc Mo ta do phan
phan Bloom trong
CTDT
Phan tich dugc ban rd, ban ma, phuong phap ma
CPRL3 | .. 4 [2.1.4]
hoa, giai ma, tham ma tng vaéi ting hé mat ma.
CDR2 Ky niang
Ap dung cac phuong phap mat ma co dién, ma
CDR2.1 | khéi, ma cong khai, chit ky s6, ham bam, quan ly | 3 [2.2.1]
khda vao thuc té bao mat thong tin.
CDR2.2 Phqan bl?‘f-dquAC cz\ac, hé mat ma,_corjg |fha,l v? y 4 [2.2.1]
tuong, giai thuat va ap dung so véi hé ma bi mat.
banh gia dugc cac chuong trinh st dung hé chir
CDR2.3 | ky s6 dé kiém tra tinh toan ven va tinh khéng chdi | 5 [2.2.7]
cdi cua file dir liéu.
CDR3 Mikc tw chi va trach nhiém
CDR3.1 nghletn tuc: tu qlac, tIChACI_IC, _Ifhoa hoc, doc lap, 3 [2.3.1]
can than, tuan thu trong cong viéc.
CBR3.2 Dinh h}rénig, hu’-('ing f:i?m Yél dil’a ra- két luan lién 4 (2:32]
quan dén cong viéc bao mat thong tin.
10. Ma trén lién két ndi dung véi chuin dau ra hoc phan
. Chuin dau ra caa hoc phan
Chwong | V& dung hec CDRI1 CPR2 CDR3
phan CDR |CDR |CDR | CBR | CDR | CDR | CDR | CDR
1.1 1.2 1.3 2.1 2.2 2.3 3.1 3.2
1 Chuong 1: 2 3
Tong quan
Ve an toan va
bao mat
thong tin
1.1. Noi dung

cua an toan va
bao mat thong
tin

1.2. Cac chién
lugc an toan hé
thong

1.3. Cac muc
bao Vvé trén
mang

1.4. An toan
thng tin bing




Chuong

Noi dung hoc
phan

Chuan dau ra cia hoc phan

CDR1

CDR2

CDR3

CDR
1.1

CDR
1.2

CDbR
1.3

CDR
2.1

CDbR
2.2

CDbR
2.3

CDR | CDR
3.1 3.2

mat ma

1.5. Vai tro cua
hé mat ma

1.6. Phan loai
hé mat ma

1.7. Tiéu chuan
danh gid hé
mat ma

Chuong 2:
Cac phuong
phap ma hda
c6 dién

2.1. Cac hé mat
ma c6 dién
2.2. Tham ma
cac hé mi cb
dién

Chwong  3:
Mat mé khoi
3.1. Mat ma
khoi

3.2. Hé ma
DES

3.3. Cac diém
yéu cua DES
3.4. Triple
DES

35, Hé ma
AES

3.,6. Cac co
ché, hinh thuc
st duyng cua
ma héa khoi

Chuong 4:
Mat ma cong
khai

4.1. Gigi thiéu
vé hé mat mi
khoa cong khai
4.2, Hé mat




Chuong

Noi dung hoc
phan

Chuan dau ra cia hoc phan

CDR1

CDR2

CDR3

CDR
1.1

CDR
1.2

CDbR
1.3

CDR
2.1

CDbR
2.2

CDbR
2.3

CDR | CDR
3.1 3.2

RSA

4.3. Hé mat ma
Rabin

4.4. Hé mat
Elgamal va céac
hé tuong tu
4.5. Cac hé mat
ma dua trén
cac bai toan
NP- day du

Chuong 5:
Cic so do
chix ky sb

5.1. Pinh nghia
so do chix ky
s6

5.2. So db chir
ky RSA

5.3. So db chir
ky ELGAMAL
5.4. So db chir
ky khong phu
dinh duoc

5.5. Ham bam
va chit ky s6

Chuong VI.
Quan ly
khoa

6.1. Quan ly
khéa  trong
cac mang
truyén tin
6.2. Mot s
hé phan phdi
khoa

6.3. Trao doi
khoa va thoa
thuan khoa

11. Panh gia hoc phan

11.1. Ma trgn phwong phdp kiém tra danh gid véi chuin dau ra hoc phin




Phwong
Pié¢m phap kiém CDR ciia hoc phin .
sTT | thanh Quy Tr(.)'ng tra danh gia : Ghi
N dinh i) (Hinh thiic, cha
e thoigian | -ppi | cprz | CBR3
thoi diém)
Diém
kiém tra
thu:c‘ing + Hinh thirc: Tr\ung
Xu}/ o Vén dap; blnh
diém . o1 + Thoi CbR1.1,| CbR2.1, CPR3.1, cc)lng
1 |[danh ga| 20% 2 CbR1.2,| CbR2.2, cac
. | diém diém: Trong CDR3.2.| ..,
nhan thirc L CbR1.3. | CDDR2.3. diem
v théi do: cac gid hoc danh
diém trén 16p. gid
chuyén
can,
+ Hinh thirc:
Tu luan;
Diém + Thoi gian:
kiém tra| 01 90 pht; CPBRI.1,| CDR2.1,
2 gitta hoc | diém 0%, " Thoi | CPR1.2. | cpRr2.2. | “PR3L:
phan. diém:  Két
thic chuong
3.
+ Hinh thirc:
Ty luan;
Diém thi + Thoi gian:
3 két thac 01 5% 90 phiit; CPRI1.1,| CPR2.1, | CPR3.1,
hoc diém + Thoi | CBR1.2. | CDbR2.2. | CBR3.2.
phan. diém: Theo
lich thi hoc
ky.

11.2. Cdch tinh diém hoc phin

Piém hoc phan 1a trung binh cong cac diém thanh phan di nhan trong sd. Tinh
theo thang diém 10, 1am tron dén mot chit sd thap phan. Sau d6 chuyén thanh thang
diém chit va thang diém diém 4.
12. Yéu ciu hoc phin

- Tham gia t6i thiéu 80% sb tiét hoc trén 16p dudi su huéng dan cia gidng vién.
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- Poc va nghién ctru tai liéu phuc vu hoc ph@in, hoan thanh cac bai tap cd nhan
va bai tap nhom.
- Chu dong 1am bai tap 16n theo hudng dan cua giang vién.
- Dung cu hoc tap: May tinh, vé ghi, bdt, ...
13. Tai liéu phuc vu hoc phan
- Tai ligu bat bugc:
[1] - Truong PH Sao Bo (2020), Gido trinh Bao mdt théng tin.
- Tai ligu tham khdo:
[2] - Truong Tién Tung (2011), M4t ma an toan théng tin, NXB Thong tin va
truyén thong.
[3] — Phan Pinh Diéu (2002), Ly thuyét mdt ma va an toan thdng tin, NXB Pai
hoc quéc gia Ha Noi.

14. Ni dung chi tiét hec phan va phwong phap day-hoc

TT N§i dung giang day Sé tiét Phuong phap day-hec hgf:j{;ﬁz“m
1 | Chwong 1: Téng quan 4 Thuyét trinh; To6 chirc hoc | CPR1.1,
vé an toan va bao mat | (2LT, |[theo nhém; Thuc hanh | CDR3.1.
thong tin 2TH) trén may tinh.
Muc tiéu chwong: - Gidng vien:
Sau khi hoc xong chuong + Giai thich cac khai niém,
nay, sinh vién giai thich dinh nghta.
dugc cac nodi dung vé an + Giao bai tap, noi dung
toan va bao mat théng tin, thuc hanh cho ca nhéan, cac
cac chién lugc an toan hé nhom.
thdng, cac muac bao vé trén + Huéng din sinh vién
mang, cach phan loai va thuc hanh.
danh gia mot hé mat ma. - Sinh vién:
Noi dung cu thé: + Poc trudc tai lidu:
1.1. Noi dung cua an toan [1]: Chuong 1;
va bao mat théng tin + Lang nghe, ghi chép.
1.2. Cac chién luoc an toan + Lam bai tap ca nhan,
hé théng theo nhém trong [1]:
1.3. Cac muac bao vé trén Chuong 1.
mang + Thyc hanh trén may tinh
1.4. An toan thong tin bing bai thuc hanh s6 1.
mat ma
1.5. Vai tro caa hé mat ma
1.6. Phan loai hé mat ma
1.7. Tiéu chuan danh gia hé




CbR

TT N§i dung giang day So tiét Phwong phap day-hec hoc phin
mat ma
Bai thuc hanh s6 1
2 | Chwong 2: Cac phwong| 16  [Thuyét trinh; Phwong | CDRI.2,
phap ma héa cé dién (8LT, |phap déng ndo; Té chirc | CBR1.3,
Muc tiéu chwong: 8TH) | cho sinh vién tranh luan; | CbR2.1,
Té chiec hoc theo nhém; | CBR3.1.

Sau khi hoc xong chuong
nay, sinh vién dat dugc cac
y&u cau co ban sau:

- Giai thich duoc céac
phuong phap ma hoa, gial
ma vq thé[n ma cac hé mat
ma co dién nhu ma dich
vong, ma thay theé, ma
affine, md Vigenere, ma
Hill, cac hé méa dong.

- Phan tich dugc ban ro,
ban ma, phuong phap ma
hoa, giai m&, tham méa ung
voi tueng hé mat ma trong
hé ma co dién.

- Ap dung vao thyc hanh
cai dat cac he mat ma co
dién trong van d¢ bao mat
thong tin. .

Noi dung cu the:

2.1. Cac hé mat ma c6 dién
2.1.1. Ma dich vong (Shift
Cipher)

2.1.2. M4 thay thé

2.1.3. Ma Affine

2.1.4. M Vigenere

2.1.5. Mat ma Hill

2.1.6. Cac hé méd dong

2.2. ThAm ma cac hé ma co
dién

2.2.1. Tham ma dich vong
2.2.2. Tham ma Affine
2.2.3. Tham ma thay thé
2.2.4. Tham mé Vigenere

2.2.5. Tan cong véi ban rd

Thwc hanh trén may
tinh.

- Giang vién:

+ Giai thich va minh hoa
cac giai thuat ma hoa, giai
md, phd ma cua phuong
phap ma hoa cb dién.

+ Néu ndi dung van dé can
giai quyét.

+ Néu noi dung tranh luan.
+ Giao bai tap, ndi dung
thuc hanh cho ca nhan va
cac nhom.

+ Hudng dan sinh vién
thuc hanh.
- Sinh vién:

+ Doc trudc tai liéu:

[1]: Chuong 2;

[2]: Chuong 1.

+ Lang nghe, ghi chép,
tranh luan va phan bién.

+ Lam bai tap theo nhom
trong [1]: Chuong 2.

+ Thuc hanh trén may tinh
bai thuc hanh s 2 - 5.




CbR

TT Ni dung giang day Sétiét | Phuwong phap day-hec hoe phin
da biét trén he mat Hill
2.26. Tham ma hé ma
dong xay dung trén LFSR
Bai thuc hanh s6 2 — 5

3 | Chwong 3: Mat ma khoi 16  [Thuyét trinh; Day hec | CDRI.2,

Muc tiéu chwong: (6LT, dwa trén van dé; T6 chirc | CPR1.3,
Sau khi hoc xong chuwong| 8TH. | chosinh vién tranh luan; | CBR2.1,
nay, sinh vién dat duoc cac | 2KT) | Té chirc hec theo nhém; | CPR3.1.

y&u cau co ban sau:

- Giai thich dugc nguyén
tic hoat dong cia ma dir
liéu DES: thuat toan, hoan
vi khoi dau, khoa chuyén
ddi, hoan vi mg rong, hop
thay thé S, hop hoan vi P,
hoan vi cudi cung, giai ma
DES, AES; phan cang va
phan mém thuc hién DES,
su an va cac ché do hoat
dong cua DES.

- Phan tich duoc ban ro,
ban ma, phuong phap tao
khoa, ma hoda, giai md,
tham méa DES, AES.

- Ap dyng vao thuc hanh
cai dat ma DES, AES trong
bao mat thong tin.

Néi dung cu thé:

3.1. Mat ma khoi

3.2. Hé¢ ma DES

3.2.1. So @6 ma DES

3.2.2. Hoan vi IP va hoan
Vi nguoc

3.2.3. Thuat toan sinh khoa
con

3.2.4. M6 ta ham f

3.2.5. Ham m¢ rong E
3.2.6. Hop S-Box

3.2.7. Hop P-Box

3.2.8. Thuat todn gidi ma

Thwc hanh trén may
tinh.

- Giang vién:

+ Giai thich y tuéng va
giai thuat ma hoa, giai mé,
pha pha hé ma khi DES.
+ Néu van dé, huéng din
sinh vién giai quyét van
dé.

+ Néu noi dung tranh luan.
+ Giao bai tap, ndi dung
thuc hanh cho ca nhéan, cac
nhom.

+ Hudng dan sinh vién
thuc hanh.
- Sinh vién:

+ Doc trudec tai liéu:

[1]: Chuong 3;

[2]: Chuong 2;

[3]: Chuong 3.

+ Lang nghe, ghi chép,
tranh luan, phan bién va
giai quyét cac van dé.

+ Lam bai tap cd nhén,
theo nhém trong [1]:
Chuong 3.

+ Lam bai kiém tra.

+ Thuyc hanh trén may tinh




TT

Noi dung giang day

So tiét

Phwong phap day-hoc

CbR
hoc phan

DES

3.3. Cac diém yéu cua DES
3.4. Triple DES

Kiém tra giira hoc phan
3.5. HE md AES

3.6. Cac co ché, hinh thic
sir dung caa ma hoa khoi
3.6.1. Hinh thtrc sir dung
3.6.2. Co ché bang tra ma
dién to ECB

3.6.3. Co ché ma moc xich
CBC

3.6.4. Ché d6 ma phan hoi
CFB

Kiém tra giira hoc phan

Bai thuc hanh s6 6 — 9

bai thyc hanh 6 - 9.

Chuwong 4: Mat ma cong
khai

Muc tiéu chwong:

Sau khi hoc xong chuong
nay, sinh vién dat duoc cac
y&u cau co ban sau:

- Giai thich dugc nguyén
tic hoat dong cua hé mat
ma khéa cong khai, hé mat
ma RSA, hé mat ma Rabin,
hé mat ma Elgamal va céc
hé twong tu, cac hé mat ma
dua trén cac bai toan NP-
day du.

- Phan tich duogc ban ro,
ban ma, phuong phap ma
hoa, giai ma, thAm ma hé
cong khai.

- Ap dung hé mat ma cong
khai vao thyc hanh cai dat
chuong trinh nham bao mat
thong tin.

Ndi dung cu thé:

4.1. Gi6i thiéu vé hé mat

(4LT,
4TH)

Thuyét trinh; Day hec
dwa trén vén dé; Té chic
hoc theo nhom; Thuc
hanh trén may tinh.

- Giang vién:

+ Giai thich y tuong, giai
thuat ma hda, giai md, pha
pha cua cac hé ma khoda
cong khai.

+ Néu van d¢, huéng dan
sinh vién giai quyét van
de.

+ Giao bai tap, noi dung
thuc hanh cho ca nhéan, cac
nhém.

+ Hudng dan sinh vién
thuc hanh.

- Sinh vién:

+ Doc trudec tai liéu:
[1]: Chuong 4;
[2]: Chuong 4;

CDR1.2,
CDR1.3,
CDR2.1,
CDR2.2,
CDR3.1.
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CbR

TT N§i dung giang day So tiét Phwong phap day-hec hoc phin
ma khéa céng khai [3]: Chuong 4;
4.2. Hé mat RSA + Lang nghe, ghi chép va
4.2.1. Thuat todn RSA giai quyét cac van dé.
4.2.2. Mot sb thuat toan + Lam bai tap ca nhan,
trién khai trong RSA theo nhom trong [1]:
4.2.3. B6 an toan cua hé Chuong 4.
mat RSA + Thuc hanh trén may tinh
4.3. Hé mat ma Rabin bai thuc hanh s6 10 - 11.
4.4. Hé mat Elgamal va cac
hé tuong tu
45. Cac hé mat ma dua
trén c4c bai toan NP- day
dua
Bai thuc hanh s6 10 - 11
5 | Chwong 5: Cac so do 8 Thuyét trinh; To6 chirc cho | CPR1.2,
chix ky sb (4LT, |sinh vién tranh luan; Té | CBR1.3,
Muc tiéu chwong: 4TH) | chitc hoc theo nhém; | CBR2.1,
Sau khi hoc xong chuong Thwc hanh trén may | CDR2.3,
ndy, sinh vién dat duoc cac tinh. CbR3.2.

yéu cau co ban sau:

- Giai thich dugc so d6 chir
ky s6, so d6 chit ky RSA,
so d6 chit ky Elgamal, so
dd chir ky khong pha dinh
dugc, ham bam va chir ky
$6.

- Phan tich duogc ban ro0,
ban ma, phuong phap ma
hoa, giai md hé chir ky va
ham bam.

- Ap dung so d6 chit ky s6,
ham bam vao thuc hanh cai
dat chuong trinh thu
nghiém.

Ndi dung cu thé:

5.1. Pinh nghia so do chir

ky sb

5.2. So dd chit ky RSA

53. So a5 chir ky
ELGAMAL

- Giang vién:

+ Giai thich cac giai doan
ky, x4c minh cua so do
chir ky va ham bam.

+ Néu noi dung tranh luan.
+ T chic thao luan

+ Giao bai tap, noi dung
thuc hanh cho ca nhan va
cac nhom.

+ Huéng dan sinh vién
thuc hanh.
- Sinh vién:

+ Doc trudec tai liéu:

[1]: Chuong 5;

[2]: Chuong 5;

[3]: Chuong 5;

+ Liang nghe, ghi chép,
thao luan, tranh luan va
phan bién.
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CbR

TT Ni dung giang day Sétiét | Phuwong phap day-hec hoe phin
5.4. So do chit ky khéng + Lam bai tap ca nhan,
phu dinh duoc theo nhém trong [1]:
5.5. Ham bam va chit ky s6 Chuong 5.
Bai thuc hanh sb 12 — 13 + Thyc hanh trén may tinh
bai thuc hanh 12 - 13.

6 | Chwong 5: Quan ly khoa 8 Thuyét trinh; Té chic cho | CBR1.2,
Muc ti¢u chwong: (4LT, |sinh vién tranh luan; Té | CDR1.3,
Sau khi hoc xong chuong| 4TH) chiec hec theo nhom; | CDR2.1,
nay, sinh vién dat dugc cac Thuc hanh trén may | CDR2.2,
y&u cau co ban sau: tinh. CPR3.2
- Giai thich dugc nguyén - Giang vién:
tic quan ly khoa, trung tam + Giai thich nguyén tic
phan phoi khoa, trao doi quan Iy khéa.

khoa.

- Phéan tl’c;h duoc trung tém
phan phoi khoa, trao doi
khoa. ‘ q

- Ap dung so d0 trao doi
khéa Diffie Hellman yéo cai
dat chuong trinh nham bao
mat thong tin.

Noi dung cu the:

6.1. Quan ly khoa trong

cac mang truyén tin

6.2. Mot s6 hé phan phéi

khoa

6.2.1. So dd phan phdi

khoa Blom

6.2.2. Hé phan phdi khoa

Kerberos

6.2.3. Hé phan phdi khoa

Diffe-Hellman

6.3. Trao do6i khda va thoa
thuan khoa

6.3.1. Giao thuc trao doi
khoéa Diffie-Hellman

6.3.2. Giao thuc trao doi
khoda Diffie-Hellman c¢é
ching chi xac nhan

+ Néu noi dung tranh luan.
+ T6 chuc thao luan

+ Giao bai tap, ndi dung
thuc hanh cho ca nhan va
cac nhém.

+ Hudng dan sinh vién
thuc hanh.
- Sinh vién:

+ Doc trudc tai liéu:

[1]: Chuong 5;

[2]: Chuong 3.

+ Ling nghe, ghi chép,
thao luan, tranh luan va

phan bién.
+ Lam bai tap cd nhén,
theo nhém trong [1]:
Chuong 6.

+ Thuc hanh trén may tinh
bai thuc hanh 14 - 15.
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TT N§i dung giang day So tiét Phwong phap day-hec A
hoc phan

6.3.3. Giao thuc trao doi
khoa Matsumoto-
Takashima-Imai

6.3.4. Giao thac Girault
trao doi khoa khong ching
chi

Bai thyc hanh s 14 — 15

Hai Duong, ngay 09 thang 08 nam 2022

KT HIEU TRU’O’NG KT. TRUONG KHOA TRUONG BQ MON
PHO PHO TRUONG KHOA

—

Pham Vin Kién Vii Bao Tao
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