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PE CUONG CHI TIET HQC PHAN
Trinh d¢ dao tao: Dai hoc
Nganh dao tao: Céng nghé thong tin

1. Tén hoc phan: Bao mat thong tin
2. M& hoc phan: CNTT 202
3. So tin chi: 3 (2, 1)
4. Trinh d¢ cho sinh vién: Nam thu tu
5. Phan bd thoi gian
- Lén 16p: 30 tiét ly thuyét, 30 tiét thuc hanh.

- Tu hoc: 90 gio.
6. Piéu kién tién quyét: Ngon ngir Java; Mang may tinh
7. Giang vién
STT| Hocham, hocvi, ho tén | So dién thoai Email
1 | ThS. Pham Thi Huong 0972.306.806 | PTHuong@saodo.edu.vn

2 | ThS. Hoang Thi Ngoc Diép | 0969.803.788 | HTNDiep@saodo.edu.vn

8. M6 ta ndi dung cia hec phan ‘ ’ ‘

Hoc phan Bdo mat thong tin gom cac kién thitc co ban vé bao méit thong tin, bao
mat mang; gidi thi¢u cac phuong phdp ma hoda, giai ma va irng dung cua chiing trong
bao mat thong tin.

9. Muc tiéu va chuan dau ra hoc phan

9.1. Muc tiéu
Muc tiéu hoc phan théa man muc tiéu ctua chuong trinh dao tao:
Muc L Mire d9 Phan bé muc tiéu hoc
tié.u Mo td theo thang phin trOI;g CTDT.
do Bloom
MT1 Kién thirc
Trinh bay néi dung cua an toan va
bao mat thdng tin, cac chién lugc an
MTL1 toan hé thérlg, cac mic bao vé tr?n 5 [1.2.1.2a]
mang, vy tudng chung cuia an toan
thong tin bang mat ma va tiéu chuan
dé danh gia mot hé mat ma.
Trinh bay céc giai thuat ma hoa, giai
MTL2 m’é, tham n:é CéNC h,ée bf?it dféi x&flg, d‘éi 5 [1.2.1.2b]
xung, so do chir ky s6, ham bam vao
mé hoa, giai ma thong tin.
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Muc . Mie do | b1 bé muc tieu hoc
tié.u Mo td theo thang phan tron.g CTDT.
do Bloom

MTL3 T|'r~1h t,oé? cé}c khéAa, tzén [né, ban ro, 3 [1.2.1.2b]
chir ky cua tirng hé mat ma.

MT2 KY nang
Ap dung cac phuong phiap mi hoa,
giai ma, tham mé cac hé mat ma vao

MT2.1 thuc hanh cai dit chuong trinh dé 3 [12.2.1]
bao mat thong tin.
Phan tich ky thuat m& hoéa, giai ma

MT2.2 | cia hé mat ma; ky thuat ky va xac 4 [1.2.2.1]
minh cua cac hé chir ky.
banh gia cac hé mat ma va ung dung

MT2.3 | bao mat thdng tin dung hé mat mé va 5 [1.2.2.2]
chir ky sb.

MT3 Miic tw cha va trach nhiém
Co6 thai do nghiém tuc, tu giac, tich

MT3.1 | cuc, khoa hoc, doc lap, can than, tuan 3 [1.2.3.1]
thu trong cong viéc.

MT3.2 Cf) ning h{c giéi qLAJyétAcéc _c()ng \_/iéc A [1.23.2]
lién quan dén bao mat thong tin dix ligu.

9.2. Chudn dau ra
Sy phu hop cua chuan dau ra hoc phan véi chuan dau ra caa chuong trinh dao tao:

Phan bd
CDbR Thang | CBR hoc
hgc M6 ta do phan
phan Bloom trong
CTDT
CDR1 Kién thirc
Giai thich dugc noi dung bi mat, xac thuc, trach
nhiém cua an toan thdng tin; 6 chién luoc an toan
CDRI.1 | hé théng, 6 mac bao vé trén mang; ¥ nghia 5| 2 [2.1.4]
thanh phan caa an toan thdng tin bang mat ma va
3 tidu chuan dé danh gia mot hé mat ma.
Dién giai duoc cac giai thuat ma hoa, giai ma,
CDRI1.2 | thim ma hé mat ma d6i xung, bat ddi xang, chit | 2 [2.1.4]
ky, ham bam, quan ly khoa. o
Phan tich dugc ban rd, ban ma, phuong phap ma
CBRI3 | = . o 4 [2.1.4]
hoa, giai ma, tham ma ung vai ting hé mat ma.
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Phan bd
CbR Thang | CDR hec
hgc M6 ta do phan
phan Bloom trong
CTDbT
CDR2 K¥ nang
Ap dung cac phuong phap mat ma co dién, ma
CDR2.1 | khéi, ma cdng khai, chit ky s§, ham bam, quan ly | 3 [2.2.1]
khoa vao thuc té bao mat thdng tin.
CDR2.2 th;ln bI(:e‘E_duQE: czflcl hé mat ma’f:orjg lfha,| Vf: y 4 [2.21]
tudong, giai thuat va ap dung so véi hé ma bi mat.
Panh gia dugc cac chuong trinh st dung hé chix
CDR2.3 | ky sé dé kiém tra tinh toan ven va tinh khéng chéi | 5 [2.2.7]
cdi cua file dir liéu.
CDR3 Mirc tw chi va trach nhiém
CBR3.1 nghle[n tucA, tu glac, tlchAcuc, _Ifhoa hoc, doc lap, 3 [2.3.1]
can than, tuan thu trong cong viéc.
CPR3 DPinh hAuénAg, hu_c’ing Eﬂ?m Yél d}l'a ra két luan lién 4 (23.2]
quan dén cbng viéc bao mat thong tin.
10. Ma tran lién két ndi dung véi chuan dau ra hoc phan
N Chuan dau ra caa hoc phan
Chuone | V21 0UNG CPR1 CPR2 CDR3
g A
hoc phan | CPR | CPR | CDR | CPR | CPR | CDPR | CDR | CPR
1.1 1.2 1.3 2.1 2.2 2.3 3.1 3.2
1 Chwong 1. X X
Tong quan
Ve an toan va
bao mat
théng tin

1.1. N6i dung cia
an toan va bao
mat thong tin
1.2. Céc chién
lwoc an toan
hé théng

13. Cac mac
bao vé trén mang
1.4. An toan
thdng tin bang
mat ma

1.5. Vai tro cua
hé mat ma

1.6. Phan loai
hé mat ma




Chuong

Noi dung
hoc phan

Chuan diu ra caa hoc phan

CDR1

CDR2

CDR3

CDR
1.1

CDbR
1.2

CDR
1.3

CDR
2.1

CDR
2.2

CbR
2.3

CDR | CDR
3.1 3.2

1.7. Tiéu chuan
danh gia hé
mat ma

Chuong 2.
Cac phwong
phap ma hoéa
co dién

2.1. Cac hé mat
ma c6 dién

22. Tham ma
cac hé ma co dién

Chwong 3.
Mat ma khéi
3.1. Mat méa khoi
3.2. HE ma DES
33. Cac diém
yéu cua DES
3.4. Triple DES
3.5. HE ma AES
36. Cac co
ché, hinh thirc
sut dung cua
mi hoa khdi

Chwong 4. Mat
ma cong khai
4.1. Gidgi thiéu
vé hé mat mi
khoa cong khai
4.2. HE mat RSA
4.3. Hé mat
ma Rabin

4.4. Hé mat
Elgamal va cac
hé tuong tu
4.5. Cac hé mat
ma dua trén
cac bai toan
NP- day du

Chuwong 5.
Cac 50" do
chir ky so




Chuong

Noi dung
hoc phan

Chuan diu ra caa hoc phan

CDR1

CDR2

CDR3

CDR
1.1

CDbR
1.2

CDR
1.3

CDR
2.1

CDR
2.2

CbR
2.3

CDR | CDR
3.1 3.2

5.1. Dinh nghia
so do chit ky sb
5.2. So do chir
ky RSA

5.3. So dd chir
ky ELGAMAL
5.4. So do chir
ky khdng phu
dinh duoc

5.5. Ham bam
va chit ky sd

Chuong 6.
Quan ly khoa
6.1. Quan ly
khéa  trong
cac mang
truyén tin

6.2. Mot s6 he
phan phéi khoa
6.3. Trao doi
khoa va thoa
thuan khoa

11. Panh gia hoc phan
11.1. Kiém tra va ddanh gid trinh d

Chuén diu ra

Mirc d9 thanh thao dwgc danh gia béi

Kiém tra thuong xuyén, kiém tra thuc hién nhiém vu vé nha, kiém

CbR1 ) X o, |

tra gitra hoc phan, thi ket thuc hoc phan.

Bai tap thuc hanh, thuc hién nhiém vu vé nha, kiém tra gitta hoc
CPR2 A .

phan, thi két thuc hoc phan.
CBR3 Kiém tra thuong xuyén, két qua thuc hién nhiém vu cia c& nhan

va theo nhom, thi két thuc hoc phan.

11.2. Céch tinh diém hoc phan: Tinh theo thang diém 10 sau d6 chuyén thanh thang
diém chit va thang diém 4.

STT Piém thanh phin Quy dinh | "9 Ghi chi
Piém kiém tra thuong xuyén;
diém danh gia nhan thic va »
. o 2 biém trung binh cua
1 |thai @& tham gia thao luan; | 01 diém 20% 16, A g, .,u
2 , A b e cac lan danh gia
diéem danh gia phan bai tap;
diém chuyén can




STT Piém thanh phin Quy dinh | "9 Ghi chi
2 | biém kiém tra gitta hoc phan | 01 diém 30%
3 | biém thi két thlic hoc phan 01 diém 50%

11.3. Phwong phap danh gia

va ba

13. T

- Kiém tra thuong xuyén; danh gia nhan thirc va thai d6 tham gia thao luan; danh
gia nhiém vu tu hoc; chuyén can: Van dap.

- Kiém tra gitra hoc phan: Ty luan (01 bai kiém tra, thoi gian 1am bai: 90 phat).

- Thi két thaic hoc phan: Ty luan (01 bai thi, thoi gian 1am bai: 90 phut).
12. Yéu cau hoc phan

- Tham gia t6i thiéu 80% sé tiét hoc trén 16p dudi su huéng dan cua giang vién.

- Poc va nghién cau tai liéu phuc vu hoc phan, hoan thanh cac bai tap ca nhan

i tip nhom.

- Chi dong 6n tap theo dé cuong 6n tap dugc giang vién cung cap.
- Tham gia kiém tra gitra hoc phan, thi két thic hoc phan.
- Dung cu hoc tap: May tinh, va ghi, but,...

ai liéu phuc vu hoc phan
- Tai liéu bt bugc:

[1] - Truong PH Sao Do (2019), Gido trinh Bao mqat thong tin.

- Tai ligu tham khdo:

[2] - Truong Tién Tung (2011), Mdt ma an toan thong tin, NXB Théng tin va
truyén thdng.
[3] - Douglas R. Stinson (1995), Cryptography Theory and practice. CRC Press.

14. Ndi dung chi tiét hec phan va phwong phap day-hec

_— CbR
TT Noi dung giang d So tiet Phuo hap day-hoc R
0 g giang day otle wong phap day-no hec phan
1 | Chwong 1. Tong quan vé 4 Thuyét trinh; To6 chirc hoc | CPR1.1;
an toan va bao mat (2LT, theo nhém; Thwc hanh | CDR3.1.
thong tin 2TH) | trén may tinh

Muc tiéu chwong:

Sau khi hoc xong chuong
nay, sinh vién giai thich
dugc cac noi dung vé an
toan va bao mat thong tin,
cac chién luoc an toan hé
théng, cac mac bao vé trén
mang, cach phan loai va
danh gia mot hé mat ma.

- Giang vién:

+ Giai thich cac khai niém,
dinh nghia vé an toan va
bao mat thong tin.

+ Giao bai tap, ndi dung thuc
hanh cho ca nhan, cac nhom.
+ Huéng dan sinh vién thuc
hanh, danh gia, nhan xét.




CDbR

TT Noi dung giang day S6 tiét Phwong phap day-hoc N
hoc phan
N@i dung cu thé: - Sinh vién:
1.1. Noi dung cua an toan + Doc trudec tai liéu:
va bao mat théng tin [1]: Chuong 1;
1.2. Céc chién luoc an toan + Lang nghe, ghi chép,
hé thong quan sat.
1.3. Cac muc bao vé trén mang + Lam bai tap ca nhan,
1.4. An toan théng tin bang theo nhém trong [1]:
mat ma Chuong 1.
1.5. Vai tro caa hé mat ma + Thuc hanh bai thyc hanh
1.6. Phan loai hé mat ma sb 1.
1.7. Tiéu chuan danh gia hé
mat ma
Bai thuc hanh s 1.

2 | Chwong 2. Cic phwong| 16 Thuyét trinh; Phwong | CDR1.2;
phap ma hoéa cé dién (BLT, | phap déng ndo; Té chic | CDRI1.3;
Muc tiéu chwong: 8TH) | cho sinh vién tranh luan; | CBR2.1;
Sau khi hoc xong chuong Té chiec hoc theo nhém; | CBR3.1.

nay, sinh vién dat dugc cac
y&u Ccau co ban sau:

- Giai thich duwoc cac
phuong phap ma hoa, giai
ma va thdm ma cac hé mat
mi co dién nhu ma dich
vong, ma thay thé, ma
affine, md Vigenere, ma
Hill, cac hé méa dong.

- Phan tich duoc ban ro,
ban ma, phuong phap ma
hoa, giai ma, tham ma ung
véi ttng hé mat mé trong
hé ma co dién.

- Ap dung vao thuc hanh
cai dat cac hé mat ma cé
dién trong van dé bao mat
thong tin.

Néi dung cu thé:

2.1. C4c hé mat ma cd dién

Thuc hanh trén may tinh
- Giang vién:
+ Giai thich va minh hoa
cac giai thuat ma hoda, giai
ma, pha ma cta phuong
phap ma hoa cb dién.
+ Néu noi dung van dé can
giai quyét.
+ Néu ndi dung tranh luan.
+ Giao bai tap, noi dung
thuc hanh cho ca nhan va
cac nhém.
+ Hudéng dan sinh vién thyc
hanh, danh gia, nhan xet.

- Sinh vién:
+ Doc trudec tai lidu:
[1]: Chuong 2;
[2]: Chuong 1.
+ Ling nghe, ghi chép,
guan sat, tranh luan va

phan bién.




TT

Noi dung giang day

So tiét

Phwong phap day-hoc

CbR
hoc phan

2.1.1. Ma dich vong (Shift
Cipher)

2.1.2. M thay thé

2.1.3. M& Affine

2.1.4. M& Vigenere

2.1.5. Mat ma Hill

2.1.6. Cac hé ma dong

2.2. Tham ma cac hé ma
co dién

2.2.1. Tham ma dich vong
2.2.2. Tham méa Affine
2.2.3. Tham ma thay thé
2.2.4. Tham méa Vigeneére
2.2.5. Tan cong voi ban rd
da biét trén he mat Hill
2.26. Tham ma hé ma
dong xay dung trén LFSR
Bai thuc hanh s6 2 - 5.

+ Lam bai tap theo nhém
trong [1]: Chuong 2.

+ Thyc hanh bai thuc hanh
$6 2 - 5.

Chuwong 3. Mat ma khdi
Muc tiéu chwong:

Sau khi hoc xong chuong
nay, sinh vién dat dugc cac
y&u cau co ban sau:

- Giai thich dugc nguyén
tic hoat dong cia ma dir
liéu DES: Thuat toan, hoan
vi khoi dau, khoa chuyén
d6i, hoan vi mg rong, hop
thay thé S, hop hoan vi P,
hoan vi cudi cung, giai ma
DES, AES; phan ciing va
phan mém thyc hién DES,
sy an va cac ché do hoat
dong cua DES.

- Phan tich duwogc ban ro,
ban ma, phuong phap tao
khéa, ma hoa, giai ma,
tham ma DES, AES.

16

(6LT,
8TH,
2KT)

Thuyét trinh; Day hec
dwa trén van dé; T6 chic
cho sinh vién tranh luan;
Té chirc hoc theo nhém
Thuc hanh trén may tinh
- Giang vién:

+ Giai thich y tuong va
giai thuat ma héa, giai ma,
pha pha hé ma khéi DES.

+ Néu vin d&, huéng dan
sinh vién giai quyét van dé.

+ Néu ndi dung tranh luan.
+ Giao bai tap, ndi dung thuc
hanh cho ca nhan, cac nhom.
+ Huong dan sinh vién thuc
hanh, danh gia, nhan xét.

- Sinh vién:

+ Doc trudec tai lidu:
[1]: Chuong 3;

CbR1.2;
CbR1.3;
CbR2.1;
CDR3.1.




CDbR

TT Noi dung giang day S6 tiét Phwong phap day-hoc N
hoc phan
- Ap dung vao thuc hanh [2]: Chuong 2;
cai dat ma DES, AES trong [3]: Chuong 3.
bao mat thong tin. + Ling nghe, ghi chép, quan
Néi dung cu thé: sét, tranh luan, phan bién va
3.1. Mat ma khi giai quyét cac van dé.
3.2. H&¢ mad DES + Lam bai tap ca nhan,
3.2.1. So d6 ma DES theo nhém trong [1]:
3.2.2. Hoan vi IP va hoan Chuong 3.
Vi nguoc + Lam bai kiém tra.
3.2.3. Thuét toan sinh khoa con + Thuc hanh bai thyc hanh
3.2.4. M6 ta ham f $6 6 - 9.
3.2.5. Ham m6 rong E
3.2.6. Hop S-Box
3.2.7. Hop P-Box
3.2.8. Thuat todn giai ma DES
3.3. Cac diém yéu cua DES
3.4. Triple DES
3.5. He ma AES
3.6. Cac co ché, hinh thuc
sir dung ctia ma hoa khoi
3.6.1. Hinh thac su dung
3.6.2. Co ché bang tra ma
dién to ECB
3.6.3. Co ché ma méc xich CBC
3.64. Ché do ma phan hoi CFB
Kiém tra gitra hoc phan
Bai thyuc hanh s6 6 - 9.

4 | Chwrong 4. Mat ma cong khai 8 Thuyét trinh; Day hoc | CDR1.2;
Muc tiéu chwong: (4LT, |dwa trén véan dé; Té chiec | CPR1.3;
Sau khi hoc xong chuong | 4TH) |hec theo nhom; Thuc | CDR2.1;
nay, sinh vién dat duoc cac hanh trén may tinh CbR2.2;
yéu ciu co ban sau: - Giang vién: CPR3.1.

- Giai thich dugc nguyén
tic hoat dong cua hé mat
mé& khda cong khai, hé mat
ma RSA, hé mat ma Rabin,
hé mat ma Elgamal va céc

+ Giai thich y tuong, giai
thuat méa hoa, giai ma, pha
pha cua cac hé ma khoéa
cong khai.




CDbR

TT Noi dung giang day S6 tiét Phwong phap day-hoc N
hoc phan

hé twong tu, cAc hé mat ma + Néu van dé, huéng dan
dwa trén cac bai toan NP- sinh vién giai quyét van dé.
day du. + Giao bai tap, ndi dung thuc
- Phan tich duwgc ban ro, hanh cho ca nhan, cac nhém.
ban ma, phuong phap ma + Hudng dan sinh vién thuc
hoa, giai ma, tham ma hé hanh, danh gia, nhan xét.
cong khai. - Sinh vién:
- Ap dung hé mat ma cong + Poc trudc tai lidu:
khai vao thyc hanh cai dat [1]: Chuong 4;
chuong trinh nham bao mat [2]: Chuong 4;
thong tin. [3]: Chuong 5;
Néi dung cu thé: + Liang nghe, ghi chép,
4.1. Giéi thiéu vé hé mat quan sat va giai quyét cac
ma khoa cong khai van dé.
4.2. HE mat RSA + Lam bai tdp ca nhan,
4.2.1. Thuat toan RSA theo nhém trong [1]:
4.2.2. Mot s thuat toan Chuong 4.
trién khai trong RSA + Thuc hanh bai thuc hanh
4.2.3. Do an toan cua hé s6 10 - 11.
mat RSA
4.3. Hé mat ma Rabin
4.4. Hé mat Elgamal va cac
hé tuong tu
45. Cac hé mat méa dua trén cac
bai todn NP- day du
Bai thuc hanh sb 10 — 11.

5 | Chwong 5. Cac so do 8 Thuyét trinh; To6 chirc cho | CPR1.2;
chir ky s6 (4LT, |sinh vién tranh luan; Té | CBR1.3;
Muc tiéu chwong: 4TH) |chic hoc theo nhom; | CBR2.1;
Sau khi hoc xong chuong Thuc hanh trén may tinh | CBR2.3;
nay, sinh vién dat duoc cac - Giang vién: CDbR3.2.

y&u cau co ban sau:

- Giai thich duoc so do chit
ky sb, so do chit ky RSA, so
d6 chir ky Elgamal, so db
chit ky khéng phu dinh duoc,
ham bam va chit ky so.

+ Giai thich cac giai doan
ky, x4 minh cia so do
chir ky va ham bam.
+ Néu noi dung tranh luan.
+ T chirc thao luan

10




CDbR

TT Noi dung giang day S6 tiét Phwong phap day-hoc N
hoc phan
- Phan tich duwoc ban rg, + Giao bai tap, noi dung
ban ma, phuong phap ma thuc hanh cho ca nhéan va
hoa, giai md hé cht ky va cac nhom.
ham bam. + Huéng dan sinh vién thuc
- Ap dung so db chit ky b, hanh, danh gia, nhan xét.
ham bam vao cai dat - Sinh vién:
chuong trinh thir nghiém. + Doc trudc tai liéu:
Néi dung cu thé: [1]: Chuong 5;
5.1. Pinh nghia so do chi [2]: Chuong 5;
ky s6 [3]: Chuong 7;
5.2. So d6 chir ky RSA + Lang nghe, ghi chép,
53. So dd chix ky quan sat, thao luan, tranh
ELGAMAL luan va phan bién.
5.4. So db chit ky khéng + Lam bai tap ca nhan,
phua dinh duoc theo nhom trong [1]:
5.5. Ham bam va chit ky s6 Chuong 5.
Bai thuc hanh s6 12 - 13, + Thyc hanh bai thyc hanh
$6 12 - 13.

6 | Chwong 5. Quan ly khda 8 Thuyét trinh; To6 chic cho | CPR1.2;
Muc tiéu chwong: (4LT, |sinh vién tranh luan; To | CDR1.3;
Sau khi hoc xong chuong | 4TH) |chic hoc theo nhém; | CDR2.1;
nay, sinh vién dat dugc cac Thuc hanh trén may tinh | CBR2.2;
yéu cau co ban sau: - Giang vién: CDR3.2.
- Giai thich dwoc nguyén tic + Giai thich nguyén tac
quan ly khéa, trung tam phan quan ly khoa.

phdi khoéa, trao do6i khoa.

- Phan tich duoc trung tam
phan phéi khoa, trao doi khoa.
- Ap dung so d6 trao doi
khéa Diffie Hellman vao cai
dit chuwong trinh nham bao
mat thong tin.

Néi dung cu thé:

6.1. Quan ly khoa trong
c4c mang truyén tin

6.2. Mot sb hé phan phdi khéa

+ Néu ndi dung tranh luan.
+ T6 chic thao luan
+ Giao bai tap, noi dung
thuc hanh cho cd nhan va
cac nhom.
+ Hudng dan sinh vién
thuc hanh.

- Sinh vién:
+ DPoc trudec tai liéu:
[1]: Chuong 5;

[2]: Chuong 3.
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TT

Noi dung giang day

So tiét

Phwong phap day-hoc

CbR
hoc phan

6.2.1. So d6 phan phdi
khoa Blom

6.2.2. Hé phan phéi khoé
Kerberos

6.2.3. Hé phan phdi khoa
Diffe-Hellman

6.3. Trao d6i khoa va thoa
thuan khoa

6.3.1. Giao thuc trao doi
khoa Diffie-Hellman

6.3.2. Giao thuc trao doi
khoa Diffie-Hellman c¢o6
chtrng chi xac nhan

6.3.3. Giao thuc trao doi
khoa Matsumoto-
Takashima-Imai

6.3.4. Giao thirc Girault trao
d6i khoa khong chtng chi

Bai thyc hanh s6 14 - 15.

+ Liang nghe, ghi chép,
thao luan, tranh luan va

phan bién.
+ Lam bai tap ca nhan,
theo nhom trong [1]:
Chuong 6.

+ Thuc hanh bai thyc hanh
s6 14 - 15.

KT.HIEU TRUOGNG
EU TRUONG

)

3
#fi Thi Kim Nguyén

KT.TRUONG KHOA

Hai Duong, ngay 24 thang 09 nam 2020

PHO TRUONG KHOA

Pham Vin Kién
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