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TRUONG DAI HOC SAO PO CONG HOA XA HOI CHU NGHIA VIET NAM
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PE CUONG CHI TIET HQC PHAN
Trinh d¢ dao tao: Dai hoc
Nganh dao tao: Cong nghé¢ thong tin

1. Tén hoc phan: Quan tri mang
2. Ma hoc phan: CNTT 215
3.S6 tin chi: 3 (2, 1)
4. Trinh do cho sinh vién: Nam thir tw
5. Phan b6 thoi gian:
- Lén 16p: 30 tiét Iy thuyét, 30 tiét thyc hanh
- Ty hoc: 90 gio
6. Piéu kién tién quyét:
- Hé diéu hanh Linux
- Phan tich va thiét ké mang mdy tinh
7. Giang vién:

STT | Hoc ham, hoc vi, ho tén S6 dién thoai Email
1 | Ths. Pham Thi Tam 0393979297 tamphamthi @ gmail.com
2 | ThS. Vii Bao Tao 0384305659 taovb2006 @ gmail.com

8. M6 ta ndi dung ciia hoc phin
Hoc phan Quén tri mang gém céc ndi dung khdi ligc vé mang mdy tinh, nhiing
nodi dung co ban trong hé thong mang may tinh; cach thiét 1ap va quan ly ciu hinh cic
server, cic hoat dong truy cap tai nguyén, toi uu hiéu suat sir dung hé théng, quan 1y sao
luu phuc hoi; quan tri nguoi dung, dich vu va tai nguyén; quan tri mo hinh fire wall; cac
céch quan tri mang ciia hé thong.
9. Muc tiéu va chuin diu ra hoc phan
9.1. Muc tiéu
- Muc tiéu hoc phﬁn thoa man muc ti€u cua chuong trinh dao tao:

Muc ) Mirc d) | Phan bo muc
titu Mo ta theo thang | ti€u hoc phan
] do Bloom | trong CTDT
MT1 Kién thirc
Hiéu nhirng khéi niém trong hé thong mang,
céch thiét 1ap va quan 1y cdu hinh céc server,
MT1.1 Céf hovat dong tfuy Sép tai I}guy’én, t6i wu hiéu ) (1.2.1.2a]
suat s dung h¢ thong, quan 1y sao luu phuc
hdi; quan tri ngudi ding, dich vu va tai
nguyén; quan tri mo hinh fire wall.




Muc ] Mirc d) | Phén bo myc
ticu Mo ta theo thang | tiéu hoc phan
do Bloom | trong CTDT
Trinh bay dugc cdc chic ning cua hé didu
MT1.2 hé/mh r\nanqg; céAc ml'J;’c bé9 vé Aan toan ma_ln%r, mE.l ) [1.2.1.20]
héa va bao mat thong tin trén mang; quan tri
mo hinh fire wall
MT2 K¥ ning
Str dung thanh thao cic cach thiét lap mang,
MT2.1 quan ly Ac‘éiu Eﬁn&céc seqrver, .quéin ly .sao luu Va 3 (1.2.2.1]
phuc hoi dir ligu, quan tri cac dich vu tai
nguyén hé théng; quan trj mé hinh fire wall
C6 kha niang nang thich ing véi su thay do6i
MT?2.2 | ciia cong nghé mang mady tinh thiét ké cai dat 5 [1.2.2.2]
va quan tri mot hé thong mang
MT3 Mikrc tw chi va trach nhiém
Co6 nang lyc lam viéc ddc lap, lam vi¢c theo
MT3.1 | nhém, giai quyét van dé trong quan tri hé 3 [1.2.3.1]
théng mang.
C6 kha nang to chirc, diéu hanh, quan ly, giai
MT3.2 | quyét cdc cong viéc trong linh vuc quan tri 4 [1.2.3.1]
hé théng mang.

9.2. Chuin dau ra
- Sy phit hop ctia chuan dau ra hoc phan véi chuan dau ra cta chuong trinh do tao.

CPR Thang | Phan bo CPR
hoc Mo ta do hoc phan
phan Bloom | trong CTDT
CPR1 Kién thire
Phan tich dugc vai trd0 cua mang mdy tinh trong
CDRI.1 | van d& quan ly dit liéu, truyén dir liéu trong moéi | 4 [2.1.4]
truong mang mdy tinh.
Thiét 1ap va quan 1y c4u hinh cdc server, cic hoat
CDR1.2 | dong truy cap tai nguyén, t6i wu hiéu suét st dung | 3 [2.1.4]
hé théng, quan 1y sao luu phuc hdi.
C6 thé quan tri nguoi ding, dich vu va tai nguyén;
CDR1.3 | quan tri md hinh fire wall; cic cich quan tri mang 3 [2.1.4]
ctia hé théng.
CDR2 Ky niang
CDR2.1 C6 kha nang thiét ké cai dat va quan tri mot hé 3 (2.2.3]

théng mang.




CPR Thang | Phan bo CDR
hoc Mo ta do hoc phan
phan Bloom | trong CTDT
Thanh thao trong thiét 1dp mang, quan 1y cau hinh
CDR2.2 cdc server, quan ly sao luu va phuc ,hé)i dir ligu, 4 (2.2.3]
quan tri cdc dich vu tai nguyén h¢ thong; quan tri
mo hinh fire wall
CDR3 Mirc tw chi va trach nhiém
Co6 nang lyc lam viéc doc lap, lam viéc theo
CPR3.1 | nhém, chiu trach nhiém trong van d¢ lién quan | 3 [2.3.1]
dén quan tri hé théng mang.
CpR3.2 | €0 nang luc hubng dan, gidm sit ngudi khic |, [2.3.2]
cung thuc hién nhiém vu quan tri hé thong mang.

10. Ma tran lién két ndi dung véi chuin dau ra hoc phin

Chuong

Noi dung hoc phan

Chuén dau ra cia hoc phan

CDbR1

CDR2 CDR3

CbR
1.1

1.2 | 1.3

CDR|CBR |CBR|CBR |CDR [CDR

21 |22 |31 |32

Chwong 1. Tong quan vé cong nghé
mang may tinh

1.1.Gié1 thiéu mang may tinh.
1.2.Mang cuc bg, kién tric mang cuc bo
1.3.Chuan héa mang may tinh

1.4.Céc thiét bi mang théng dung

1.5. Mot s6 kiéu ndi mang théng dung

Chuong 2. Gidi thi¢u giao thirc TCP/IP
2.1. Giao thuc IP

2.2. Mot sb giao thire diéu khién

2.3. Giao thtc 16p truyén tai

Chuwong 3. Quan tri dich vu window
server 2012

3.1. Gié6i thiéu hé diéu hanh windows
server 2012

3.2. Dich vu quéan 1y tén mién DNS
3.3. Dich vu Activedirectory

3.4. Quan ly tai khoan nguoi dung va tai
khoan nhém

3.5. Dich vu DHCP

3.6. Dich vu FTP

3.7. Giao thuc HTTP

Chuong 4. Dich vu truy cap tir xa
4.1. Dich vu truy cap tir xa
4.2. Dich vu proxy




Chuan dau ra cia hoc phan

Chuong N¢i dung hec phin CDR1 CPR2 | CPR3

CDR|CDR|CDR |CDR |[CDR|CDR |CBR
1.1 | 1.2 | 1.3 |21 |22 |31 |32

Chuong 5. Bao mat hé thong Fire wall
5.1. Bao mat hé théng X X X | X | X

5 ° X _—
5.2. Tong quan vé h¢ thong Fire wall

11. Panh gia hoc phin
11.1. Kiém tra va dénh gid trinh dp

Chuén diu ra Mirc d§ thanh thao dwgc danh gia boi
CBRI Kiém tra thuong xuyén, kiém tra thuc hién nhiém vu vé nha, kiém tra
giita hoc phan.
Két qua thao luan trén 10p, thuc hién nhiém vu vé nha, bai kiém tra
CbR2 n P c 1 ALy p
gitra hoc phan, thi két thic hoc phan.
Kiém tra thuong xuyén, két qua thyc hién nhiém vu cua cd nhan va
CbR3 )
theo nhém.

11.2. Cdch tinh diém hoc phdn: Tinh theo thang diém 10 sau d6 chuyén thanh thang
diém chir va thang diém 4.

STT Piém thanh phin Quy dinh | Trong s Ghi chd

Piém thudng xuyén, danh gia
1 |nhin thirc, thai do thao luan, | 01 diém 20%
chuyén can cua sinh vién. ..

Piém trung binh cic
lan danh gia

2 | Piém kiém tra giita hoc phan 01 diém 30%

3 | Diém thi két thic hoc phan 01 diém 50%

11.3. Phwong phap danh gia

- DBanh gid chuyén can: Van dap, ty 1€ hién dién trén 16p, lam bai tap, thyc hién
nhiém vu vé nha.

- Kiém tra giita hoc phan: Ty luan (90 phit).

- Thi két thiic hoc phan: Thyuc hanh (90 phit).
12. Yéu ciu hoc phin

- Yéu cau vé thai do hoc tap, chuyén can: hoan thanh bai tap va nhiém vu giang
vién giao, tham dy it nhat 80% thoi luong hoc phan; ghi chép va tich cuc thao luén,
xay dung bai trén 16p.

- Yéu ciu vé nghién ctru tai liéu: Nghién ctru tai liéu trude khi dén 16p, doc thém
céc tai liéu lién quan dugc gidng vién gidi thicu.

- Yéu géu vé kiém tra gilra hoc phén va thi két thdc hoc ph?m: Sinh vién thuc hién
theo quy cheé.

- Yéu cau vé kiém tra gilra hoc phén va thi két thdc hoc ph?m: Sinh vién thuc hién
theo quy ché.




13. Tai liéu phuc vu hoc phan

- Tai liéu bit bugc:
[1]- Truong Pai hoc Sao Bo6 (2018) Gido trinh Quan tri mang
- Tai liéu tham khdo:
[2]- Truong Pai hoc Khoa hoc Ty nhién TP. Ho Chi Minh (2010), Gido trinh

Quan tri mang Windows Server 2003.

[3]- Trung tam Bach Khoa Aptech Ha No1 (2019), Quan tri hé théng mang

Windows Server 2012.
[4]- Tran Thuy Hoang (2017), Tai liéu thuc hanh MCSE Server Infrastructure
70-413
14. Noi dung chi tiét hoc phan va phwong phép day hoc
TT Noi dung gidng day S6 tiét Phwong phap day-hoc CDR;
hoc phan
Chuong 1. Téng quan vé cong | S Thuyét trinh; Té chirc hgc | CDRL.L.
nghé mang mdy tinh (4 LT, | theo nhom; Thyc hanh
Muc ti¢u chwong: 4 TH) | trén may tinh
- Gi6i thiéu mang mdy tinh, - Giang vién:
va phan loai mang. + Giai thich c4dc khéi niém,
- Trinh bay cdc thiét bi tham dinhnghia. )
gia vio ha ting mang va cic + Néu van de, k’lu’éflg slén
topo mang phd bién. sinh vién giai quyét van de.
| Néi dung cu thé: + Giao bai tp cho ca nhén,
1.1. Gi6i thigu mang mdy tinh. cdc nhom.
1.2. Mang cuc bo, kién triic mang - Sinh Vle,n: o
cuc bo + Poc trudc tai licu:
X _y [1]- Chuong 1.
1.3. Chuan Irloa mang mdy tinh + Léng nghe, quan sit, ghi
1.4. Céc thict bj mang thong dung chép va giai quyét cic van dé.
1.5. Mot s6 kiéu ndi mang + Doc tai liéu tham khao
thong dung , [2] -Bail.
- Bai thyc hanh bai s6 1-2. + Lam bai thyc hanh s 1-2.
Chuwong 2. Gi6i thi¢u giao 8 Thuyét trinh; Pam thoai; | CPRILL.
thicc TCP/IP. (4LT, | T6 chicc hoc theo nhém;
Muc tiéu chwong: 4 TH) | Thye hanh trén may tinh
- Gi6i thiéu vé giao thirc - Gidng vién:
2 | TCP/IP + Trinh bay vé giao thirc

- Trinh bay cac phuong phéap
chia dia chi IP va kién triic
trong md hinh phén tang OSI.
Noi dung cu thé:

TCP/IP, cac phuong phap chia
dia chi IP va kién triic trong
mb hinh phan tang OSL.

+ Giao bai tap cho cd nhan,




TT

Noi dung gidng day

So tiét

Phwong phap day-hoc

CbR

hoc phén
2.1. Giao thuc IP, IPv4 va IPv6 cac nhoém.
2.2. Chia dia chi IP + Nhan xét, danh gia.
2.3. Céc 16p trong md hinh OSI - Sinh vién:
- Bai thyc hanh bai s6 3-4. + Doc trudc tai ligu:
[1]- chuong 2 muc 2.1.
+ Ling nghe, quan sat, ghi
chép va giai quyét cic van dé
+ Poc tai liéu tham khao:
[2] - Bai 2.
[3] - Phan 1 bai 8.
+ Lam bai thuc hanh sb 3-4.
Chuong 3. Quan tridichvu | 16 | Thuyét trinh; Pam thoai; | CPRL1,
Window Server 2012 (6LT, | T8 chirc hoc theo nhém; | PRI
Muc tiéu chwong: 8 TH, | Thuc hanh trén may tinh gg%?
- Gi6i thiéu vé hé¢ diéu mang | 2 KT) | - Gidng vién: h
va cic dich vu phd bién trén + Trinh bay vé& céc dich vu
Windows Server 2012. phé bién trén Windows
- Trinh bay vé chinh séch nhém Server 2012, chinh sich
GPO dung d& kiém sodt moi nhém GPO. Cung cip quan
truomg 1am viéc cta i khoan 1y tap trung va cdu hinh, tng
ngudi dung va tai khoan mdy dung trong moi truong
tinh. Cung cip quan 1y tap trung Active Directory.
va cAu hinh, tmg dung trong moi + Giao bai tap cho cd nhan,
3 truong Active Directory. cdc nhom.

Noi dung cu thé:

3.1. Gi6i thiéu h¢ diéu hanh
windows server 2012

3.2. Dich vu quén 1y tén mién
DNS, va DHCP

3.3. Dich vu Active Directory
Domain Services (ADDS)
3.4. Quan ly tai khoan nguoi
dung va tai khoan nhém.

3.5. Chinh siach nhém
(Group Policy)

- Bai thyc hanh bai s6 5-8

Kiém tra giira hoc phan.

+ Nhéan xét, danh gia.

- Sinh vién:
+ Poc trudc tai li€u:

[1]- chuong 3.

+ Lang nghe, quan sat, ghi
chép va giai quyét céc van de.
+ Poc tai li€u tham khao:
[2] -Bai 8,9, 10.

[3]-Phan 1bai1,3,6,7,11.
[4] -bai 3,4,5,6,7,8.

+ Lam bai thyuc hanh s6 5-8.
+ Lam bai kiém tra.




TT

Noi dung gidng day

So tiét

Phwong phap day-hoc

CbR

hoc phén
Chuong 4. Dich vu truy cip 16 | Thuyét trinh; Pam thoai; | CPRL.I,
tir xa (8LT, | Té chitc hoc theo nhém; CBR1.2,
Muc tiéu chwong: 8 TH) | Thuc hanh trén may tinh gg%:?’
- Gi6i thiéu vé dich vy truy cép - Giang vién:
tr xa (Remote desktop). + Trinh bay vé dich vu truy cap
_ Trinh bay k¥ thuat cAu hinh céc tir xa, k¥ thudt cAu hinh céc dich
dich vu IIS, Web Server, FTP. vu IIS, Web Server, FTP o
Noi dung cu thé: + Néu ndi dung van dé can
4.1. Dich vy truy cap tir xa giai quyét
(Remote desktop) + Giao bai tap cho cd nhan,
4.2. Dich vu IIS cic nhom.
4 | 4.3. Dich vu FTP + Nhan xét, danh gia.

4.4. File services va - Sinh vién:
Resource Manager + Doc trude tai lidu:
- Bai thuc hanh bai s6 9-12. [1]- chuong 4, myc 4.1.

+ Lang nghe, ghi chép va

giai quyét céc van dé

+ DPoc tai liéu tham khao:

[2] - Bai 17, 19, 20..

[3] - Phan 2 bai 2, 10.

[3] - Phan 3 bai 2.

[4] - Bai 12.

+ Lam bai thyc hanh s6 09.
Chuong 5. Bio mat h¢ thong | 12 | Thuyét trinh; Pam thoai; | CPRLL,
Fire wall (6LT)| Té chirc hoc theo nhém; | PRI
Muc tiéu chwong: ’ (6 TH) | Thuc hanh trén may tinh. ggﬁf
- Trinh bay k¥ thuat cau hinh - Giang vién: CPR3.2
bao mat h¢ thong véi firewall: + Trinh bay k¥ thuat ciu
quan ly moi traffic vao ra ctuia hinh bao mat hé thdng véi
hé théng, khi ching ta trién firewall, trién khai cdc dich

5 |khai cic dich vy nhu vu web/mail,.. trén

web/mail,.. trén hé théng windows server.

windows server.

Néi dung cu thé:

5.1. Bao mat hé thong

5.2. Tong quan vé hé thong
Fire wall

- Bai thyuc hanh bai s 13-15.

+ Néu van dé, huéng dan
sinh vién giai quyét van dé.
+ Giao bai tap cho cd nhan,
cac nhom.

- Sinh vién:

+ Poc trude tai liu:




TT

Noi dung gidng day

So tiét

Phwong phap day-hoc

CbR
hoc phén

[1]- chuong 5, muc 5.1

+ Ling nghe, quan sat, ghi
chép va giai quyét cic van dé.
+ Doc tai liéu tham khao:

[2] - Bai 22.

[4] - Bai 11.

+ Lam bai thuc hanh s6 13-15.
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