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PE CUONG CHI TIET HQC PHAN

Trinh d9 dao tao: Pai hoc

Nganh dao tao: Cong nghé thong tin

1. Tén hoc phan: An toan va an ninh mang

2. M hoc phian: CNTT 201

3. S6 tin chi: 3 (2, 1)

4. Trinh do cho sinh vién: Nam thr Tu

5. Phin bo thoi gian
- Lén 16p: 30 tiét Iy thuyét, 30 tiét thyc hanh
- Ty hoc: 75 gio

6. Piéu kién tién quyét

7. Giang vién

STT | Hoc ham, hoc vi, ho tén | So6 dién thoai Email
1 | ThS. Nguyén Thi Anh Tuyét | 0972384332 | anhtuyetl3381@gmail.com
2 | ThS. Vii Bao Tao 0384305659 | taovb2006(@gmail.com

8. M ta ndi dung ciia hoc phin

Hoc phan An toan va an ninh mang géom céc ndi dung khai lwgc vé an toan va thong

tin dir liéu, nhiing nd1 dung co ban trong an ninh mang; 16 hong bao mat va cac loai tan

cong pho bién; an ninh mang muc giao van; an ninh thu dién tr; an toan va an ninh

mang may tinh; mot s6 k¥ thuat phat hién xdm nhép va phong thi trong an ninh mang.

Thong qua hoc phén gitip sinh vién ghi nhé, phén loai, thuc hién ciing nhu danh gia mirc

dd an toan cua h¢ thong mang.

9. Muc tiéu va chuin dau ra hoc phan
9.1. Muc tiéu
Muc tiéu hoc phé“m thoa man muyc tiéu ctia chuong trinh dao tao:

Mitc @@ | Phéan b6 muc tiéu
Muc A Lo A
tié.u Mo ta theo thang hoc phan
do Bloom trong CTDT
MTI1 Kién thirc
Trinh bay duoc tam quan trong an toan va
MTL1 | 2 ninh mang tr9ng van dé quan 1y di liéu, 5
an toan khi truyén dir li€u trong moi trudong
mang may tinh. [1.2.1.2a]
Hiéu duoc cac chién luge an toan hé théng,
MT1.2 | cac phuong phap an toan mang, mot sd 15 2
héng va cach thic tin cong mang cua
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Muc Mitc @9 | Phén bo muyc tiéu
tié.u Mo ta theo thang hoc phan
do Bloom trong CTDT
hacker, mét s6 k¥ thuat phat hién xam nhap
va phong thu trong an ninh mang.
MT2 Ky niang
C6 k¥ ning phong chéng xam nhdp trong
mang may tinh, lam viéc ddc 1ap, lam viéc
MT2.1 | nhém, tu duy, ap dung cac k¥ thuat dé phan 3
tich phuong 4n va trién khai phat hién xam
A A1 , . [1.2.2.1]
nhap va phong thu trong an ninh mang.
C6 kha ning thich ung véi sy thay doi cua
MT2.2 | cong ngh¢ mang may tinh noi riéng va cac 3
cong nghé khac no6i chung.
MT3 Mirc tu chu va trach nhiém
Co nang lyc dinh hudng, lap ké hoach, diéu
MT3.1 phéi, quan ly,’hué’ng dan, gidm sat, danh gia 4
va dua ra két luan cic cong viéc thude
A A n [1.2.3.2]
chuyén mon nghé nghiép.
MT3.2 Co thai do tich cuc trong hoc tap va chiu trach 4

nhiém vai cac nhi€ém vu dugc phan cong.

9.2. Chuén ddu ra ciia hoc phin

Su phu hop cua chuan dau ra hoc phan véi chuan dau ra ctia chuong trinh dao tao:

Phén bo
CDbR Thang | CDR hoc
hoc Mo ta do phin
phin Bloom trong
CTPbT
CDR1 Kién thic
Trinh bay va phan tich dugc sy an toan va an ninh mang
CDRI1.1 | trong viéc quan 1y dir lidu, truyén dir liéu trong moi 2
truong mang may tinh.
Phén biét duoc cac phuong phap an toan mang, mot sd
CDRI2 | x » = A A : 4
16 hong va cach thure tan cong mang cua hacker. [2.1.6]
CDRI3 Trl‘nh ba}j duoc mot so k¥ thuat phat hién xadm nhap va )
phong thu trong an ninh mang.
CDRI 4 Tfﬁ clil'rc va kiém tra an toan va an ninh mang trong cac )
h¢ thong mang.
CDR2 Ky nang
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Phan bo

CDbR Thang | CDR hgc
hoc Mo ta do phin
ph?m Bloom trong
CTPT
Kiém tra va trién khai dugc phuon 4n phong chéng xam
nhdp trong mang may tinh, lam viéc doc lap, lam viéc
CbR2.1 \ . R S 3
nhom, tu duy, 4p dung cac k¥ thuat dé phat hién xam
A N s , . [2.2.6]
nhap va phong thu trong an ninh mang.
CDR2.2 Cf), kha nang to chtrc, trién khai h¢ thong mang may tinh 3
no6i chung.
CDR3 Mirc tu chi va trach nhiém
CBR3.1 Co kh% nang phan biét, té chtric v4i nhimg nhiém vu 4 (2.3.1]
duoc giao.
CDR3.2 Co nang lyc hudng dan, giam sat nguoi khac cung thuc 4 [2.32]

hién nhiém vu chuyén mon.

10. Ma trén lién két ndi dung véi chuan dau ra hoc phan

Chwong

Chuan dau ra cia hgc phan

Noi dung hoc phin CBR1

CDR2

CDR3

CDR|CDR|CDR
1.1 |12 | 1.3

CDR|CDR
2.1

14

CDR|CDR
2.2 | 3.1

CDR
3.2

1.1.
1.2.
1.3.
1.4.
L.5.
1.6.
1.7.
1.8.
1.9.

T6ng quan an toan thong tin dif liéu

Danh gia d§ an toan bao v¢ thong tin dir li¢u
Céc chién luge an toan hé théng

Céc murc bao vé trén mang

An toan thong tin bang mat ma

Vai tro cia hé mat ma

Phan loai hé mat ma

Tiéu chuan danh gia h¢ mat ma

Céc nguy co de doa

Chuong I. An toan va thong tin dir li¢u X | X | X

X

Chwong IL. Cac vin dé trong an ninh mang X X
2.1. Muyc tiéu ctia an ninh mang

2.2. Tan c6ng mang

2.3. L6 hong bao mét va cac loai tan cong pho bién
2.4. Cac linh vyc trong tin cong mang

Chuong III. An ninh mire giao van X X
3.1. Van d an ninh website

3.2. Giao thuc secure sockets layer
3.3. Chuan transport layer security
3.4. Giao thurc secure shell

4.1. Chuong trinh Pretty Good Privacy

Chuwong IV. An ninh thw dién tir X X X




Chuong

Noi dung hoc phin

Chuan dau ra cia hoc phan

CDR1

CDR2 CDR3

1.1

CDR|CDR

1.2

CDR
1.3

CDR|CDR|CDR|CDR
14 21 22| 3.1

CDbR
3.2

4.2. Chuan Multipurpose Internet Mail
Extensions

4.3. Giao thue Hypertext Transfer Protocol Secure
4.4. Giao thtc Secure Shell

Chuong V. An ninh va an toan mang may tinh
5.1. Khai niém 18 hong

5.2. Cac 16 hong bao mét cia hé diéu hanh

5.3. Cac 16 hong bao mat ciia mang may tinh
5.4. Mot s6 16 hong do nguoi dung vo tinh gy ra
5.5. Hackers va hau qua hacker gay ra

5.6. Tan cong mang qua 15 hong

Chuong VI. Mot s6 ky thuit phat hién xam
nhap va phong thi trong an ninh mang

6.1. Mot sb k¥ thuat phong thu

6.2. Hé thong phat hién xam nhap IDS

6.3. Phét hién du hiéu khong binh thuong

6.4. Cac mau hanh vi thong thudng, phét hién
bat thuong

6.5. Mot s6 ki thuat xir 1y dit liéu sir dung trong
céc hé thong phat hién xam nhap

11.

Panh gia hoc phin

11.1. Kiém tra va danh gid trinh d

Chuin diu ra Mirc dd thanh thao dwoe danh gia boi
CDBRI Kiém tra thu’(‘)’ng xuyeén, kiém tra thuc hién nhiém vu vé nha, kiém
tra gitra hoc phan.
CBR2 Két qua thao luan trén 16?, thie hién nhiém vu vé nha, bai tiéu
luan kiém tra gitra hoc phan.
CBR3 Kiém tra thuong xuyén, két f]ué thuc hién‘nhiém Vvu cua ca nhan
va theo nhoém, bai bao céo két thic hoc phan.

11.2. Cdch tinh diém hoc phén: Tinh theo thang diém 10 sau d6 chuyén thanh thang
diém chir va thang diém 4

STT Piém thanh phin (?H‘:i Trs%ng Ghi chi
Piém thudng xuyén, dénh gié . Diém trung binh cua cic
1 |nhan thﬁ?, thai do thao luan, | 01 diem | 20% lin danh gié
chuyén can cua sinh vién.
Kiém tra giira hoc phan 01 diém | 30%
3 | Thi két thiic hoc phan 01 diém | 50%




11.3. Phwong phap danh gia

- Panh gia chuyén can: Phat vén, ty 1é hién dién trén 16p, 1am bai tap.
- Kiém tra gifra hoc phﬁn: Bao céo so bo bai tap lon.

- Thi két thac hoc phan: Béo céo bai tap 16n.

12. Phuwong phap day va hoc

- Ly thuyét: Thuyét trinh, thao luan nhom, truc quan, dam thoai, néu van dé.

- Thuc hanh: Huéng dan.
13. Yéu cau hoc phén

- Yéu cau vé thai do hoc tap, chuyén can: Hoan thanh bai tdp va nhiém vu giang
vién giao, tham dy it nhat 80% thoi lwong hoc phan; ghi chép va tich cuc thdo luan, xay

dung bai trén 16p.

- Yéu cau ve nghién ctru tai liéu: Nghién ctru tai liéu trude khi dén 16p, doc thém
cac tai liéu lién quan dugc giang vién gidi thigu.
- Yéu cau ve kiém tra gitra hoc phan va thi két thic hoc phan: Sinh vién thyc hién

theo quy ché.
14. Tai li¢u phuc vu hoc phan
- Tai ligu bit buéc:

[1]. Truong Pai hoc Sao D6 (2018), Gido trinh An toan va an ninh mang.

- Tai liéu tham khao:

[2]. Truong Pai hoc Sao Bé (2018), Gido trinh Bao mdt thong tin.

15. Noi dung chi tiét hoc phan

Tai
x N Ly | Thye | li¢u cn AT
Tuan Noi dung X . Nhiém vu cua sinh vién
thuyét | hanh | doc
trudc
Chuong I. An toan va thong - Nghién ctu muc tiéu,
tin dir li¢u chuong trinh, ké hoach day
Muc tiéu chuwong: 1 hoc hoc phan.
Trinh bay dugc van dé an toan _ Nghién ciru tai lieu /1] -
thong tin dir li€u, danh gia do chuong 1 muc 1.1 - 1.4.
toan bao v¢ thong tin dir .
an todn bao ve ong Hn A - Lam bai thyc hanh s 01:
liéu, cac chién lugc an toan hé o 2 . )
1. 2 2 [1] | Phan tich diém yéu trong cac

thong, cac mirc bao vé trén
mang, an toan thong tin bang
mat ma, vai tro, phan loai va
tiéu chuan danh gia hé mat ma.
Noi dung cu thé:

1.1. Tong quan an toan thong
tin dir liéu

hé diéu hanh windows va hé
hiéu hanh ma nguon mé kali
linux hoac ubuntu.




Tai
Tuan Noi dung Ly A Tfu.rc fiu Nhiém vu cta sinh vién
thuyét | hanh | doc ) )
trudce
1.2. Banh gid dd an toan bao
vé thong tin dir liéu
1.3. Céc chién lugc an toan
hé théng
1.4. Cac muc bao vé trén mang
Bai thyc hanh s6 01
1.5. An toan thong tin bang - Nghién ctu tai lieu [I]-
mat ma chuong 1 myc 1.5 - 1.9.
1.6. Vai tro ctia hé mat ma - Poc tai liéu tham khao tai
1.7. Phan loai hé mat ma liéu /2] Chuong 1.
7| 1.8. Tiéu chuan danh gia h¢ ) b (1] |- Lam bai thyc hanh 756 02:
mat ma [2] | Phan tich va so sanh diém yéu
1.9. Cac nguy co de doa trong cac hé ‘diéu hanh
Bai thue hanh sé 02 wmiiows va hé .hléP. hanh n}a
nguon m¢ kali linux hoac
ubuntu.
Chwong II. Cac van dé trong - Nghién cuu tai liu [1]-
an ninh mang chuong 2 myc 2.1, 2.2.
Muc tiéu chwong: 11 - Doc tai liéu tham khao tai
Trinh bay dugc muc tiéu cua licu /2] Chuong 2.
an ninh mang, tn cong mang, - Lam bai thyc hanh s6 03: Cai
16 hong bao mat va céc loai tan [1], | ddt h¢ didu hanh kali linux
3. cong phé bién, cac linh vuc tn 2 2 2] hoac ubuntu.
cong mang.
Noi dung cu thé:
2.1. Muyc tiéu cua an ninh mang
2.2. Tan cong mang
Bai thuc hanh s6 03
2.3. L6 hong bao mat va cac - Nghién ctu tai liéu [1]-
loai tAn cong phd bién chuong 2 myc 2.3, 2.4.
4. | 2.4. Céc linh vuc trong tan 2 2 L1 - Doc tai liéu tham khao tai
cong mang [2] ligu /2] Chuong 2.
Bai thyc hanh s6 04




Tai

X " Ly | Thye | li¢u " A
Tuan Noi dung £ . Nhiém vu cua sinh vién
thuyét | hanh | doc
trudc
- Lam bai thyc hanh s6 04: Cai
dit h¢ diéu hanh kali linux
hoac ubuntu.
Chuong I11. An ninh mirc - Nghién cuu tai lieu [1/-
giao van chuong 3 muc 3.1, 3.2.
Muc tiéu chwong: I1I - Lam bai thuc hanh s6 05: Cac
Trinh bay dugc van dé an ninh cong cy tan cong giao thirc
website, cac giao thirc SSL, DNS: ettercap va scapy. Cac
5 | TLS, SSH. ) ) [1], cong cu do tham hé thong:
Noi dung cu thé: [2] | nmap va wireshark.
3.1. Van d¢ an ninh website
3.2. Giao thuc secure
sockets layer
Bai thuc hanh s6 05
- Nghién cuu tai ligu [1/-
3.3. Chuan transport layer chuong 3 muc 3.3, 3.4.
security iy, |- ?éc cong 01:1 d? tham h¢
6. 3.4. Giao thtrc secure shell 2 2 [2] tho?g: I\‘ITnap va‘W1reAshark; ’
Bai thue hanh sé 06 - {dam bai tl:uc hAanh S(? 06: C?C
cong cu tan cong giao thuc
DNS: Ettercap va Scapy.
Chuwong IV. An ninh thw - Nghién cuu tai liéu [1/-
dién t chuong 4 muc 4.1, 4.2.
Muc tiéu chwong: IV Phan tich va cai dat:
Trinh bay dugc chuwong trinh - Lam bai thuc hanh s6 07: Céac
PGP, chuan MIME, giao thurc ! 1 cong cu tin cong giao thirc
7. | HTTPs, giao thirc SSH. 2 " | DNS: Ettercap va Scapy. Céac
1 KT [2]

Noi dung cu thé:

4.1. Chuong trinh pretty
good privacy

4.2. Chuan multipurpose
internet mail extensions

cong cu do tham hé thong:
Nmap va Wireshark.

- Chuén bi ndi dung bao céo
gitra ky.




Tai

X " Ly | Thye | li¢u " A
Tuan Noi dung £ . Nhiém vu cua sinh vién
thuyét | hanh | doc
trudc
Bai thyc hanh s6 07
- Nghién cuu tai liéu [I/-
4.3. Giao thtrc hypertext chuong 3 myc 4.3, 44
transfer protocol secure [, |- Lam bai thyc hanh s6 08: péc
8. 4.4. Giao thtrc secure shell 2 2 [2] cong Cl"l d'o tham helthoAng:
= N A nmap va wireshark. Cac cong
Kiém tra giira hoc phan cu tan cong giao thic DNS:
ettercap va scapy.
Chuong V. An ninh va an - Nghién cuu tai ligu [1/-
toan mang may tinh chuong 5 myc 5.1 — 5.3.
Muc tiéu chwong: V - Poc tai liéu tham khao tai
Trinh bay dugc khai niém 18 liéu /2] Chuong 3.
héng, cac 10 héng bao mat cua - Lam bai thuc hanh sb 09:
mang may tinh, mot s 15 Phan tich va so sanh cac Tool
hong do ngudi ding vo tinh khac trong thuc té.
gay ra, hackers va hau qua
9 | hacker giy ra, Tén cong mang o) o) 1],
qua 156 hong. [2]
Noi dung cu thé:
5.1. Khai niém 15 hong
5.2. Cac 15 hong bao mat clia
hé diéu hanh
5.3. Cac 16 hong bao mat cta
mang may tinh
Bai thue hanh s6 09
5.4. Mot s6 16 hong do ngudi - Nghién ctu tai lieu [I]-
dung vo tinh gay ra . chuong 5 muc 5.4, 5.5.
10. | 5.5. Hackers va hau qua 2 2 b Lam bai thyc hanh sé 10:
hacker gy ra 2] Phan tich va so sanh céac Tool
Bai thuc hanh s6 10 khéc trong thyc té.
1|36 T4n cong mang qua 13 ) ) [1], |- Nghién cou tai liéu /I]-
" | hong [2] chuong 5 muyc 5.6.




Tai

X A Ly | Thuc | liéu " C
Tuan Noi dung £ . Nhiém vu cua sinh vién
thuyét | hanh | doc
truéc
Bai thyuc hanh s 11 - Lam bai thuc hanh sb 11:
Xay dung kich ban thtr nghiém
do tham hé théng mang.
Chuwong VI. Mt s6 ky thuat - Nghién cau tai liu /1]-
phat hién xam nhép va phong chuong 6 muc 6.1.
thu trong an ninh mang - Lam bai thyc hanh sb 12:
Muc tiéu chwong: V Xay dung kich ban thir nghiém
Trinh bay duoc mot sé ky do tham h¢ thong mang.
thuat phong thii, Hé théng phat
hién xam nhap IDS, Phat hién
dau hiéu khong binh thuong, [1],
12. Cac mau hanh vi thong 2 2 [2]
thudng, phat hién bat thuong,
Mot s6 ky thuat xir 1y dir liu
sir dung trong cac hé thong
phat hién xam nhap.
Noi dung cu thé:
6.1. Mot s6 ki thuat phong tha
Bai thuc hanh s6 12
- Nghién cuu tai ligu [1/-
6.2. Hé thong phat hién xam 1 chuong 6 muc 6.2.
13. | nhap IDS 2 2 " |- Lam bai thyc hanh sb 13:
Bai thyc hanh s6 13 2] Xay dyung kich ban thir nghiém
do tham hé thdng mang.
6.3. Phat hién dau hiéu khong - Nghién ctu tai lieu [I]-
binh thuong chuong 6 muc 6.3, 6.4.
14. | 6.4. Cac mau hanh vi thong 2 2 P Lam bai thuc hanh sb 14:
thudng, phat hién bét thuong 2] | Xay dung kich ban thir nghiém
Bai thuc hanh s6 14 do tham hé thong mang.
6.5. Mot s6 k¥ thuét xtr 1y dir - Nghién ctu tai lieu [I]-
s liéu str dung trong cac hé¢ 5 5 [1], |chuong 6 muc 6.5.

thong phét hién xAm nhap
Bai thuc hanh s6 15

2]




Tuan

Noi dung

Ly
thuyét

Thuc
hanh

Tai

li€u

doc
trudce

Nhiém vu cta sinh vién

- Lam bai thuc hanh sb 15: Két
qua thuc hién do tham va thwr
nghiém tin cong hé thong.

T
r

Hai Duong, ngay 14 thang 8 nam 2018

KT.TRUONG KHOA
PHO TRUONG KHOA

Tran Duy Khinh
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Pham Van Kié¢n




